
Kry10 Secure Platform

Delivering a modern devices platform

Boyd Multerer

Kry10 Limited

seL4 Summit 2022



seL4 Summit, 11 October 2022 2



seL4 Summit, 11 October 2022 3



seL4 Summit, 11 October 2022 4





IoT Momentum

• 10 billion active IoT devices 1

• 127 new devices connect every second 2

• $15 trillion invested in IoT by 2025. 3
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1. iPropertyManagement.com

2. McKinsey Digital

3. Gigabit



IoT Headwinds

Predictions were for 50B connected devices by 2025 (IDC)

Currently at only 20% of that prediction!
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IoT Headwinds

• More IoT projects fail than succeed
• 75% Projects Fail(Cisco)

• 30% failing at the PoC stage (Microsoft)

• Enterprise concerns limiting growth
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https://thaumatec.com/knowledge/blog-posts/3-categories-why-iot-projects-fail-to-live-up-to-their-promise/
https://www.mckinsey.com/capabilities/mckinsey-digital/our-insights/iot-value-set-to-accelerate-through-2030-where-and-how-to-capture-it


Problems     Solutions
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Problems



Natural Gas Repair
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Windmill Maintenance
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NZ IoT 
Alliance
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Device
Development
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TOP CTO 
Concerns 

around 
Mission 

Critical IoT

• 97% concerned about security 

• IoT attacked w/in 5 minutes of connecting2 

• 48% admit unable to detect IoT security breaches on their 
network. 3

Security

• 1 device bringing the whole system down,  (hard to risk 
mission critical)

Resilience & Isolation

• Lack of skilled professionals (hardware/software) to build

• 80% respondents “don’t have skills to keep their IoT 
devices working

• Manageability of remote devices

Resources/Skills gap
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2 - NETSCOUT  Intelligence Report

3 - Gemalto



Torvold / 
Tanenbaum 
Debate
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Almost all devices 
run legacy 
operating systems 
from the 1900s
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The future has already arrived.

It’s just not evenly distributed.

- William Gibson
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Platform Requirements

Managability

Easy to Build

Easy to Maintain

Evolves after Deployment

Resiliency 

Fast Fault Recovery

Multi-level Supervision

Automatic Healing

Security

Verified Isolation

Keyed Updates, VPNs

Strong System Defnintion
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Security

• Verified Isolation

• seL4 Microkernel

• Well maintained keys

• Multiple key pairs

• Strong system definition

• Deterministic boot

• Positive system design

• Able to reason about the system
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Resiliency

• Error isolation by default

• Supervision trees in the BEAM

• Processes that can naturally restart

• Sub 100ms restarts common

• Bring Supervision into the OS

• Mirror supervision patterns in the OS

• The BEAM as 1st class app environment

• Automated failure recovery
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Manageability
• Easy to Build

• Great tooling, documentation, tracing, APIs, and more

• Many developers who already know languages

• Easy to Maintain

• Remote, keyed updates

• Fleet management, update groups

• Evolves with your needs

• Integrate OT environments by adding software

• Devices become a software problem.
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the modern platform for mission critical connected devices



The Kry10 Platform 
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Kry10 Platform

Admin

KMS
Devices

KOS
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Management 
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Scenic

seL4 UI and 
more…
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Practices and Rituals

• Stable Base versions
• Predictable releases

• Breaking changes isolated into major releases

• Multiple major releases supported

• Open vs Available source
• Not everyone needs, or even wants, full open source

• Code base must be inspectable

• Emphasis is to not breaking existing code.
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Status

• 1.0-beta to close partners in December 2022

• 1.0 Coming first half of 2023

• Beta is focused on key ISVs

• Working on key projects now
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Find us at the seL4 Summit

Boyd Multerer

CEO/CTO kry10

Neil Charney

CMO kry10

Jason Fox

VP Ops Kry10

Kent McLeod

KOS Lead
Matt Brecknell

Verification Lead

Ihor Kuz

KOS Architect
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