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PROVERS PROGRAM OBJECTIVES

Develop automated, scalable formal methods tools that are integrated into@raditionaDsoftware

development pipelines.
, DEFENSE & AEROSPACE

Enable@raditionaDsoftware developers to incrementally produce and maintain high-assurance national
security systems.

S& RTX

Adoption of formal methods in Defense Industrial Base development processes
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FY 2021 Although all exercises that Director Operational Test and Evaluation (DOT&E) participates in
o ~nntel ayort | include a DOT&E-sponsored Red Team, exercise authorities seldom permit warfighters
g to experience representative adversarial cyber effects because of the risk of
degrading other training objectives. The net result of this limitation is a false sense of
confidence by warfighters and leadership alike: failure to train in realistic cyber

Director,

Operational Test & Evaluation environments leaves warfighter skills and playbooks immature.

General Accounting Office (GAO) Report to Congressional
Committees GAO-21-17/9

In operational testing, DOD routinely found mission-critical cybersecurity
————  wwemesssss_— | VUlNnerabilities in systems under development. Using relatively simple tools and
GA@ Repoit to Congressional Commitiees ]

techniques, testers were able to take control of systems and largely operate
WEAPON SYSTEMS undetected, due in part.to basic ISSL.,I?S such as p.oo.r pe.lsswc.)rd management and N
CYBERSECURITY unencrypted communications. In addition, due to limitations in the extent and sophistication
of testing, DOD was likely aware of only a fraction of the total vulnerabilities in
its weapon systems.

March 2021




DPA Today: Workforce, resource, and tool challenges hamper Defense Industrial

Base (DIB) adoption of formal methods

DoD contractors:

Big-name tech companies:

Desire to Adopt
f(ROI, cost/benefit)
High need to adopt for mission, but risky
Workforce is hard to recruit
Limited resources
Tools are often fragile, and hard to use
Tools don't fit within existing

processes/pipelines Ideal

@ Scenario

Adoption is typically profit driven
Highly skilled workforce

Vast resources

Have control over existing processes/pipelines

Ability to Adopt
(Workforce,
resources)

Adoptability

(Usability, scalability)
Source: 120 ISAT presentation, Addressing the Untrustworthiness of
Software Supply Chains, November 7th, 2022
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Gy Tomorrow: PROVERS tools dramatically increase DIB adoption

PROVERS tools:

Provide scalable automation targeted at
traditional software developers (DIB
workforce)

Integrate into standard software workflows
Enable incremental maintenance processes
Refined via a continuous feedback process
Create demonstrably more secure software
based on red-team analysis

Adoptability
(Usability, scalability)

Desire to Adopt
f (ROI, cost/benefit)

Automated,
scalable
‘e, PROVERs/tools

‘ Ideal

@ Scenario

...

Ability to Adopt
(Workforce,
resources)

Source: 120 ISAT presentation, Addressing the Untrustworthiness of
Software Supply Chains, November 7th, 2022 (modified)

Distribution A. Approved for public release: distribution unlimited. 6



FORMAL METHODS IN THE NEWS

ABSTRACT

Table of Contents
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BACKTO THE BUILDING

BLOCKS

SUMMARY

2023 REQU
INFORMA'

* k ok ok ok ok

11. Advance Public-Private Partnerships: CISA announced its Secure by Design Pledge
which has, to date, received over 160 commitments from technology manufacturers to
55 in building their products in a secure by design manner,

demonstrate measurable progi
including by reducing entire classes of vulnerabilities. ™™

=

. Use Formal Methods: ONCD released a report titled “Back to the Building Blocks: A
Toward Secure and Measurable Software™ making the case that techmology
acturers can prevent entire classes of vulnerabilities from entering the digial

re, and formal methods. ™ DARPA’s Pipelined Reasoning of Verifiers Enabling
ctems (PROVERS) program is developing methods for traditional system and

into
resea nity to address the problem of software understanding and measurability
o en; ¢lopment of better diagnostics that measure cybersecurity quality. ONCD

ging the research community to address the problem of software
neasurability to enable the development of better diagnostics that

Use Formal Methods: .
DARPA’s PROVERS program...

OPENSOURCE SOFTWARE SECURITY
RFISUMMARY



FORMAL METHODS IN THE NEWS

- A series of DARPA programs since 2016 have AVIATION WEEK
April 12 - £
demonstrated the rellablllty Of the “formal methOdS” DARPA wants to wo_rk with aviation MRC co mpa nies and the wider. L_jeferﬁ.e industry to in_ﬁ_pl_ement
. a new sloft\jnfare cod|_ng procegs thaicould eliminate most of the military's cyber vulnerabilities, the
COdlng approaCh on quadcopters and Other uncrewed agency's director said on April 10, #MROAM

aircraft systems (UAS) such as the Boeing Unmanned
Little Bird, DARPA Director Stefanie TompKkins said
in a keynote speech at the Military Aircraft Logistics
and Maintenance Symposium here at Aviation

Week's MRO Americas conference.

- The agency also has been working on creating tools and
training to implement the mathematical formal methods
approach widely across government and industry.

AVIATIONWEEK.COM
- “We are at the point now where we have convinced DARPA Chief Asks MRO Industry To Tf@maﬁ“ Week
ourselves that enough of this is ready for real-world
use,” Tompkins said.

DARPA Cyber Resilience Strategy is closely aligned with PROVERS

NV
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https://aviationweek.com/term/boeing
https://mroamericas.aviationweek.com/en/home.html

HIGH ASSURANCE CYBER
MILITARY SYSTEMS (HACMS)

] i | e .
“"—'"_‘E“‘-"ﬁa—
@ £ ar

_; d;_-ib n:mm:&?: -
l
DEFCE&N D{m2a <"
s . VILLAGE
DARPA &

We brought a hackable quadcopter with defenses built
HACMS ULB : on our HACMS program to

ge. As program manager

erppts

Y1 reports, many attempts to
- breakthrough were made but none were successful.
ol 1 | Formal methods FTW!
ae

P »l o) 219/343

> >l o) 9:59/25:07 Loonwerks.com/projects/hacms L sy
QL . N »
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INSPECTA : HIGHLIGHTS

= Our workflow and tools will address the entire software development stack from requirements and system
models, to component source code, through build and deployment on the sel4 secure microkernel, linked by
formal verification at each level.

= We will achieve scalability for complex defense systems through compositional reasoning at the system level and
automated analysis of components based on powerful, cloud-based solvers.

= We will achieve the highest levels of assurance by building upon the best available technologies and leveraging
our experience from recent research programs as a starting point.

= QOur tools will be integrated with current Collins workflow automation processes and applied to defense and
aerospace products currently under development to demonstrate their usability, practicality, and effectiveness.

= Formal verification will be made accessible to non-formal methods experts through automated analysis with
streamlined user feedback and generalized proofs that are robust to changes, augmented by automated repair
tools.

= Our framework is adaptable and extendable to allow incorporation of results from other researchers, including
other specification languages, other source code languages, and other operating system targets.

= Our access to critical defense and aerospace products in both commercial and military domains served by Collins
will serve as the basis for compelling demonstrations of INSPECTA technologies.

W .
%ﬂé Collins Aerospace
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INSPECTA TEAM

Technology Area 1 — Proof Engineering

- Collins: System requirements, model-based
compositional reasoning, workflow integration and
assurance gathering, user feedback and measurement

- CMU: Software component analysis, scalable SAT/SMT
analysis, Rust software verification environment

- KS State Univ: Model-based build framework, formal
model of AADL, code generation for seL4 and other OS

- Proofcraft: Robust and generalized proofs, selL4
verification

- UNSW Sydney: Push-button verification of seL4
microkit, seL4 OS components

- Univ of KS: Component software synthesis, Al-
Enhanced proof repair, lifecycle attestation for workflow

W .
%ﬂé Collins Aerospace
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Technology Area 2 — Platform Development

- Collins: Provide platforms for demonstration of TA1

tools, requirements changes to evaluate tool
effectiveness, including US Army (Air) Launched Effects
tube-launched small UAV

DornerWorks: Develop open demonstration platform
based on Army SBIR with Collins, UAS mission software
running on selL4

Darren Cofer

Y"eShani Principal Investigator Sara Kramer
Wijesekera - Collins Aerospace -1 contracts Manager
Program Manager Isaac Amundson David Hardin Collins Aerospace
Collins Aerospace

Junaid Babar Karl Hoech
[
I I |
4 B N\ 4 | | N\
Marijn Heule Gerwin Klein Gernot Heiser
Principal Investigator Principal Investigator Principal Investigator
Carnegie Mellon Univ Proofcraft UNSW Sydney
Bryan Parno June Andronick
Ruben Martin Rafal Kolanski
be a.tl S aftal Kolans
Jeremy Avigad S Y,
\ )| - <
- N John Hatcliff
Perry Alexander el ez Robert VanVossen
- . Kansas State University - .
Principal Investigator Principal Investigator
University of Kansas RObby DornerWorks

N J J




TA2 : OPEN DEMO PLATFORM

- Developed and supported by DornerWorks

- Unrestricted UAV mission software, system model with
formal properties, multiple VMs, Rust software
components, selL4 kernel

- Hardware
— Xilinx Zynq UltraScale+ MPSoC-based development board
(equivalent to RapidEdge)

— Raspberry Pi Compute Module 4 (used in RapidEdge
surrogate demo vehicle)

[
High Criticality VM (Linux) Metwork Break VM (Linux)
Cyber Moni Legend
: yber Monitor
Ardupilot 2nd ) Alert
Container | Container R o= ST = App EUIETIER «—»Data
= * Actions «—» Control
Container Engine [CIHW
& A . 4 Microkemel
virtio-net |«—{—¥ ! virtio-net | |ETH Driver | | virtio-net »| virtio-net }7 [Tsel4 Components
T [IVMs
VMM VIVIM = [ ]Applications
seld
v
Ethernet
‘Xilinx Zyng UltraScale+ MPSoC Dev Board I:I ‘
7 .
%ﬂé Collins Aerospace 14
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TA2 : TRANSITION PLATFORM

U.S. Army (Air) Launched Effects (LE)

- Family of Systems (FoS) consisting of a tube- | _
launched air vehicle, payload(s), mission system ‘ e S s
applications, and associated support equipment to AR B
autonomously or semi-autonomously deliver effects ' * meown 1 __ges e B e :

as a single agent or as a member of a team

OV-1: Air Launched Effects (ALE)

- LE extends tactical and operational reach and
lethality of manned assets, allowing them to remain
outside of the range of enemy sensors and weapon
systems while delivering kinetic and non-kinetic,
lethal and non-lethal mission effects

- Relatively low-cost systems, attritable or optionally

recoverable, allow rapid integration of new o o ong ergs et s L1 o “-“h; )

technologies. S g N St e . S

https://www.flightglobal.com/military-uavs/us-army-outlines-recon-and-
electronic-warfare-missions-for-air-launched-effects/139780.article

NV

Collins Aerospace
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(AIR) LAUNCHED EFFECTS

Distrinution ASEpproved for public release: gistribation unlimited

https://youtu.be/SpnGE2CCx2w https://youtu.be/0OosofuUsbaRc

Both air and ground launched options supporting a wide variety of missions

NV

%n& Collins Aerospace

16

© 2024 Collins Aerospace. | This document does not include any export controlled technical data.



INSPECTA : TA1 TOOLS

Requirements

PROOF OPS (9)

A

p

Compositional reasoning
AGREE / SMT

Automated reasoning & verification
SMT, VERUS, LEAN

Architecture | .  Collins Aerosppce
AADL, SYSML @

v Component and
. . subsystem contracts Carnegie
Applications — Manual 1 Mell o
Rust @) Univgrqil

Applications — Synthesized P
@

Yy

HAMR Gen. API & Infrastructure

C, Rust @

selL4 Core Platform
C, Rust

G

| Verified synthesis of RUST component
KUKANSAS Cog, HOL4

S

AADL run-time spec I

formalized semantics

KIANS'A[S STATE

Formalized AADL run-time semantics
HAMR, SMT

UI"IVE\-R—S!T‘.’

CBAC,

N

DORNERWORKS C

sel4 Kernel

Proof update - iFi ;
| Proofupdate ,'_U” %Wush button verslll:;lt_:ratlon of selL4 CP
y Port to other |

platforms i Proof generalization/repair
®® - /{Proo raft, ISABELLE

\_ BUILDOPS ®

® Linked to Innovative Claim N Binary
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for a verified future

Agile and generic proofs
time- and space-isolation, seL4, MCS, ARM

_i
I
I
I
I
I
I
I
1

I [
THE UNIVE SIKOSF

Al-based proof repair
Coq, LLM, selL4, Rust

3
a

—

® J\Q @ )©

—
oo

Evidence for Assurance Dashboard



INSPECTA : TA1 WORKFLOW

Ve

Tool
TOOL PRODUCT
DEVELOPER ENGINEER

TA1 (Qj@' TA2 %ﬁf
{«>) {«>)

AN

User

Feedback Results

Analysis

G

W .
%ﬂé Collins Aerospace

© 2024 Collins Aerospace. | This document does not include any export controlled technical data.

|
0 .
/I INSPECTA Assurance Dashboard € Collins Aerospace
/
/ DEVOpS Status View [ Architecture ] [ Application ] [ Operating System ] [ Build ]
/
,I 1 Proof Ops Certification Objectives
/ — — — 7 — — e h i - - -
) Compile passing
| Workflow Conta | puiig ops e
| .-)’II H e O xmL
.l, Test Ops passing
l .@. (w] F'rn:meync: failing
—— _II_ - =1 Cert OpS . ) seldTest failing
/ : ‘“ “h = Satisfied = Partial = Unsatisfied
——————
| Datﬁbase Contai Review Ops
| o
| A Doc Ops
/ \—t
| 7
71 —————— Tool Ops
1
.
[ \
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|| Explainable Cert Branch Metrics Metrics | - P
i Objective
| I Il ﬁlimst;s Coirerage Integration Usage | _- -
I Branch Metrics Metrics | e
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COLLINS : ARCHITECTURE MODELING AND
COMPOSITIONAL REASONING

- Develop language abstractions to simplify contract
specification in AGREE

- Enhance graphical interface for AGREE that enables simubior

Graphical
Display

engineers to walk through generated counterexamples
more intuitively stetus view \
. Establish traceability to proof obligations at the source s _
code level
— Achieved through tighter coupling with KSU’'s GUMBO contract m
language

- Integrate AGREE into DevOps workflow

- Compositional reasoning for SysMLv2

— OMG Real-Time Embedded Safety Critical Systems working
group

HAMR
code gen

W .
%ﬂé Collins Aerospace
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COLLINS : INTEGRATION INTO CI/CD WORKFLOW

Automatically formally verify
architecture models upon check-in

Workflow automation handled by

Github actions

Users are alerted to verification

failures via email

AGREE output in json format
Requires command line version of

AGREE
— Available at

github.com/loonwerks/agree

W .
%ﬂé Collins Aerospace
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runtime-osate2 - OSATE2

File
(il
7A

= t ’ loonwerks [/ AGREE-Toy-Example

<> Code (© lIssues §% Pull requests

& Build and Test Project

() Summary

Jobs

I @ verify

Run details
& Usage

& Workflow file

Get analysis status

1 » Run echo "Analysis
4 Analysis status is No

Q

+ - 0 nh 8

>
() Actions [ Projects [0 Wiki © Security _

@ Add retention of AGREE analysis output report #6 Re-run all jobs

T |  [Btemal] [loonwerks/Cyb.. [Ea B O X

File Message Help Acrobat @ Tell me what you want to do

E[vﬁl’ﬂv|*:- <€:-%||EEE“ B

o

[External] [loonwerks/Cyber-Resilient-UAV] Run failed: Run A...

) ) IR
amundson <notifications ©19]%

To loonwerks/Cyber-Resilient-UAV Thu 10:2% AM
| Cc Ci activity

Retention Policy RTX-Deleteditems (1 day) Expires 8/19/2024

[loonwerks/Cyber-Resilient-UAV] Run AGREE

M workflow run

e Run AGREE / verify ()

Failed in 32 seconds

21




CMU : RUST COMPONENT VERIFICATION

Test C H « Compatible with Rust Continuous
est Lases ecosystem analysis/optimization
e Condenses 10+ years

Synthesize sys. verif. experience
¢ Modular code and proofs
e Near-instant feedback e Sound back-end
orchestration
e Custom proof library
SpeCS support

P Verus N

Rust ‘
Same Code B
familiar
language THEOREM PROVER =
(Rust++) K

Proactive proof

stabilization Telemetry

Source-level
feedback

22
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KANSAS STATE UNIV (KSU) : HAMR

HAMR - tool chain for [H]igh [A]ssurance [M]odeling and [R]apid engineering for embedded
systems (developed by Kansas State University and Galois)

Leveraging analyses from AADL
community

Modeling, analysis, and
verification in the AADL
modeling language

n
- Al
&0 GBOS
Component development T o C oo
and verification in { 0 ?__:__QE ! « Slang (_devglopec_l at Kansas State)
multiple languages ! 3_. == ¢ + high integrity subset of Scala
‘~---¢ = = 6—-" « contract verification framework
-------- « translates to C
Deployments aligned 2 . .
i -ti E N . =
with _AADL run-time on g ¢ Linux s
multiple platforms g 8 - 3
S é; ?‘J Security. Performance. Proof.
- S D @

. Collins Aerospace verified micro-kernel
n® P
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KANSAS STATE UNIV (KSU)

: HAMR

HAMR - tool chain for [H]igh [A]ssurance [M]odeling and [R]apid engineering for embedded

systems (developed by Kansas State University and Galois)

Modeling, analysis, and
verification in the AADL
modeling language

.....................

Component development P S \ .

and verification in ! —3. 15__:___9:: | *

multiple languages L T0== 0
~___’ _— ._-’

-

_———— - -

Deployments aligned
with AADL run-time on
multiple platforms

JVM Deployment

W .
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Levera

comm PROVERS: Aad SysMLv2 prototype

..o~ PROVERS: Enhanced support for
contracts, verification, property-
| based testing

!.TI

A
A A

OE @OWE ©

C ROVERS: Add code- and
Slang (developed | €ontract-generation, and
high integrit, Property-based testing for Rust

contract verification framework
translates to C

= 4l

e |’/"\
() L[]

PROVERS: Retarget to selL4
micro-kit (Core Platform)

g Security. Performance.

verified micro-kernel

Linux Deployment
selL4 Deploymen




KSU : HAMR CODE GENERATION

HAMR instantiation for Rust based development on seL4 microkernel using selL4 microkit

TempControlProcess.i®

: ______ ’:hanqed lempChar fanCmd fanCmd :

- L A (CTTTTTT
'l 0 0 0 '}'5*'3'5 0 01
K Qe 0 =mTemp currentTe ______ 0 fanAck fanack p@ 9"

_-t =
(Tt ,------} ;'""“
e _____ ¢ Q :

~~7 Application code in Rust Platform-independent
because it only talks to AADL RT APIs

— AADL —
— ; ; ~ & Thread — g wsted
— ,— ’(_ed structure — \emeﬂ D —
Q\ el - W Y p\e\m‘) \do\(\’i =
Configure — ?‘e\m \CXO\Q — — o3 2 —
partitioning — . Partition specified as a Communication specified
using selL4 . . . . .
N Collins A Microkit microkit Component using microkit
%ﬂ& ollins Aerospace
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PROOFCRAFT : SEL4 KERNEL PROOF JP
GENERALIZATION AND REPAIR rOOfchf:(_]

- Goal: make sel4 proofs less dependent on experts for maintenance and extensions

— Automated Verification for Platform Ports

- Proof parametrization, proved once against sufficient conditions

- For each new platform: automatic extraction of configuration parameters & check against conditions
— More Agile and Generic Proofs Arm

- Split generic architecture-independent part from architecture-dependent part =

- Extend verification to latest major feature: MCS selL4

- Impact: scalable access to formal methods Putire
- Reduced cost and reliance on experts for maintenance and extensions
- Increased assurance robustness against anticipated change . o
- Increased features for verified foundation 32bit 64bit

x86
64bit

selL4 verified on more platforms, with more features, for less cost and less expertise

QL .
=" = Collins Aerospace
n® P 26
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UNSW SYDNEY : LIONS OPERATING SYSTEM &
COMPONENT VERIFICATION

- Lions OS: new sel4-based OS developed from scratch at UNSW
- Highly-componentized, verification-friendly, yet high-performance
- Simplicity & adaptability by use-case-specific, swappable policies

OS
Networking File System
e
Driver . . .
Microkit

Qs Microkernel

W .
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UNIV OF KANSAS (KU) : PROOF EVIDENCE,
Al-BASED PROOF REPAIR, COMPONENT SYNTHESIS

- ML-Enhanced Proof Repair
— Maintain evidence over design, requirements and environmental changes
— Update and replay proofs, retake measurements, replay testing

- Evidence Protocols
— Update and generalize Copland attestation protocols for general-purpose evidence gathering

— Develop canonical techniques for parametric adaptation, refinement and abstraction, protocol
synthesis

— Reuse MAESTRO attestation environment for general evidence gathering
- Verified Synthesis

— Enable working at the requirements level
— Synthesis of Rust from requirements language retargeting Coq / CakeML synthesis from CASE

W .
=" Collins Aerospace
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SUMMARY

- Workflow and tools address the entire software development stack

- Building upon the best available technologies and leveraging our experience from
recent research programs as a starting point

- Integrate new formal methods tools with Collins workflow automation processes

- Apply tools to Collins Launched Effects mission computer to enhance cyber-resiliency
and demonstrate usability, practicality, and effectiveness

- Formal verification will be made accessible to non-formal methods experts through
automated analysis with streamlined user feedback and generalized proofs that are
robust to changes, augmented by automated repair tools

INSPECTA

W .
%ﬂé Collins Aerospace
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